Blockchain - Present
Status and (Possible)

Future ...
BLOCK CHAIN =
Cu(o)

: A} B-©
Bebo White B @y
i k@ (53] @-}

SLAC National Accelerator Laboratory/ @%HN A _q

Stanford University  oud lem ™ W\

bebo@slac.stanford.edu

This work is licensed under a Creative Commons Attribution-Noncommercial-Share Alike 3.0 United States

See http://creativecommons.org/licenses/by-nc-sa/3.0/us/ for details


mailto:irwinking@gmail.com

Perhaps the lasting disruptive
legacy of the cybercurrency
discussion is blockchain




Caveats

| am fascinated by the mathematics and
technology behind the blockchain so may be
willing to overlook some of its issues

| find the state of blockchain technology as
exciting as the early days of WWW

my experience with the blockchain lies primarily in
cryptocurrencies

SLAC has no official projects based on blockchain
technology, but | am trying...

STU, April 2018



What is the Blockchain?
UE)

® a distributed database/ledger that provides
an unalterable, (semi-) public record of
digital transactions;

® cach block aggregates a timestamped batch
of transactions to be included in the ledger
(blockchain);

® cach block is identified by a cryptographic
signature;

STU, April 2018



What is the Blockchain?
(2/3)

® blocks are all back-linked, i.e., they reference the
signature of the previous block in the chain (kind of
like a linked list);

® that chain can be traced all the way back to the very
first block created;

® this provides an un-editable (compromised) record
of all transactions made;

® the chain can be controlled by any single entity;

® the chain has no single point of failure.
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What is the Blockchain?
(3/3)

® most importantly (perhaps) - it is very hard to add
blocks to the blockchain e.g., bitcoin mining

® its strengths are in
® distribution
® technical robustness
® |ifespan
® non-modifiability

® unquestionable provenance

STU, April 2018
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Why Blockchain!?

® just because we can, should we!

® “The idea that everyone (and their descendants)
has to have a copy of THE ledger of all
transactions in the universe (now and future) has
always smelled fishy to me”

® the idea that people could have computers in
their homes...

® the idea that people have all the world’s
knowledge at their fingertips...

STU, April 2018



“Blockchain? - the equivalent of being
the first to figure out that peanut
butter and chocolate go well together”
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A blockchain is “a technology that
allows people who don’t know each
other to trust a shared record of
~events”
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Futars Coninty

MIT Has Started Issuing Diplomas Using
Blockchain Technology
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Suppose your family history, personal
preferences, etc. was on a
blockchain!?

® you would control
® content

® credibility

® visibility
® would identity theft be a problem or would this be a

true online identity?

® could | use my personal information bits like coins/
tokens of value!

® to the first order this appears to be a compelling concept

STU, April 2018
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® technical disadvantages inherent to any decentralized system
® computational limitations
® susceptability to network unreliability
® slow network speed

® redundant data that may or may not be synchronized

® lack of economies of scale to defray the costs of decentralized
systems
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what about as the EU rolls out the General Data
Protection Regulation (GDPR)?

regulators must take blockchain both seriously and
literally as a technology

“blockchains, as currently designed, are incompatible with
the GDPR” (Michele Finck, Oxford)

what is “personal information” - a person’s public
blockchain address?

in general, encrypted data is viewed as personal data,
making much of the blockchain susceptible to GDPR
regulation

STU, April 2018



® this may lead to redundant systems e.g.,
companies building traditional database

systems to manage any personally identifiable
information off a blockchain - does this
defeat the blockchain benefit?

® blockchain address pseudonyms are only as
secure as any system resolving them to real
identities, which Web trackers, cookies,
beacons, etc. can unmask rather simply

® this is a rich research area IMHO

STU, April 2018



by Ciulio Prisco, Apr 05, 2018

Wireless Carriers Developing
Blockchain-Based Identity
Management Systems

STU, April 2018



A Case Study for Blockchain in Healtheare:

“MecdRece” prototype for electronic health records and medical rescarch data

White Paper

Aricl Fkblaw®, Asash Azzdia’, John D Halamke, MD', Andrew Lippmen’
"MIT Madiz Lah, "Beth Israzl Deaconess Medical Center
Augus: 201¢

Note: The abstract nd Frst three sections of this white paper arc drawr fram a peer-reviewed, Formally
acoepted paper, pres2ntly being prepared for publicztion with [EEE through their Open & Big Data
Conference, Aupust 22-24, 2016,

MedRec: Using Biockchaia jor Medical Dala Access and Permussicn Mancgamaent
LEEE CQrigwa! Authors. Asaph Araria, Aricl Ekbiaw, Thiezo Vicire, Andrew Lippman

This material 15 adopted end ncluded here with penmrisaon of the [ZEE, incluacing permission for
publicaton by the ONC Dlockchan Chalknge it sclectad.
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FORGET BITCOILN. THE
BLOCRCHAIN COULD REVEAL
WHATS TRUE TODAY AND
TOMORROW

Could the Blockchain help to
address “fake news!?

What’s a viable model?

STU,April 2018



Back to empowerment
and transparency

® “Diamond Blockchain”

® Slave labor goods




Is a Blockchain for you!? -
ublic or private?
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Blockchain as a platform
- another geeky paper

® “Let’s make the blockchain
programmable” - “a world
computer”

When Satoshi Nakamoto first set the Bitcoin blockchain into motion in January 2009, he was
simultaneously introducing two radical and untested concepts. The first is the "bitcoin”, a decentralized
peer-to-peer online currency that maintains a value without any backing, intrinsic value or central issuer. So

. . far, the "bitcoin” as a currency unit has taken up the bulk of the public attention, both in terms of the political

. Eth e re u I I l S P ec Iﬁ Catl O n S aspects of a currency without a central bank and its extreme upward and downward volatility in price.
However, there is also another, equally important, part to Satoshi's grand experiment: the concept of a proof of

work-based blockchain to allow for public agreement on the order of transactions. Bitcoin as an application can

be described as a first-to-file system: if one entity has 50 BTC, and simultaneously sends the same 50 BTC to

‘ ‘ N » . A and to B, only the transaction that gets confirmed first will process. There is no intrinsic way of determining

. a C h I I d of B ItC O I n a n d from two transactions which came earlier, and for decades this stymied the development of decentralized
digital currency. Satoshi's blockchain was the first credible decentralized solution. And now, attention is

] 99 rapidly starting to shift toward this second part of Bitcoin's technology, and how the blockchain concept can be
It 0 I re n t used for more than just money.

Commonly cited applications include using on-blockchain digital assets to represent custom currencies and
financial instruments ("colored coins"), the ownership of an underlying physical device ("smart property"),

non-fungible assets such as domain names ("Namecoin”) as well as more advanced applications such as

‘ I h b O h O decentralized exchange, financial derivatives, peer-to-peer gambling and on-blockchain identity and
t e r I S n Ot ] u St an Ot e r C O I n reputation ems. Another important area of inquiry is "smart contracts” - systems which automatically

move digital assets according to arbitrary pre-specified rules. For example, one might have a treasury contract

of the form "A can withdraw up to X currency units per day, B can withdraw up to Y per day, A and B together

® Redefines mining/POW
e Quantifies “smart contracts’

® enables “cryptoeconomics”

STU, April 2018
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“A compelling FinTech example is the
potential for Blockchain technology to
replace legacy post-trade processes that
currently require trusted third parties such as
clearinghouses and depositories to manage
and administer the clearing, settlement, and
custody associated with trades and payments”

—Dhar & Stein, CACM, 10/2017

STU, April 2018



WORLD

E%%hilzlojm IC Agenda Initiatives Reports Events About TopLink login ¥ Espaiol Q

S

Media News

Blockchain Will Become ‘Beating Heart’ of
the Global Financial System

Peter Vanham, US Media Lead, Public Engagement, Tel.: +1 €46 522 5907, E-

Published . - ) o
mail: pvan@weforum.org

¢ Blockchain, the technology behind titcoin could profoundly alter the way
Share banks do business worldwide, lowering their operating costs and making

o Q 0 financia services securer and more accessiole, a Werld Economic Forum
report finds

“Blockchain does nothing

but circumvent the rules

we have imposed on

banks to keep them honest”

— —-lzabella Kaminska (FT
Alphaville)

“Blockchain is the new quantum physics:
A really, really hard science that no one
understands, ambushed by clowns like
Deepak Chopra looking to make a quick
buck on solutionist nonsense”

— —-Chris DeRose (TED talk)

STU, April 2018




Cryptoeconomics

The 3rd part of Satoshi’s
vision

. . Provable Predictable
“past is provable, future is
predictable”

(Ref: Justin Poirier)

Uses cryptography to prove
actions occurring in the UCLA FINANCE PROFESSOR NOMINATES

past SATOSHI NAKAMOTO FOR NOBEL PRIZE
el #| o nlol -
Predicts that economics can Nkl st sceoefingtothe ungtn ot The rofssrwashcdbrthe Nobel Pre
comm cprie

ensure that actions occur in
the future
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Cryptoeconomics - why
does it work!?

® VWorks because people trust
math and people like money

® Establishes trust, even
between pseudoymous
parties

® Makes trust in a person or ,
third party optional Provable Predictable

® Reduces the cost of an
intermediary to only the
actual transaction cost
(remember the UN example?)

(Ref: Justin Poirier)

STU, April 2018



Disintermediation

® Third parties are no longer needed to

® establish identity or prove
creditworthiness

® distribute media
® mediate communication between parties

® mediate transfers of value

STU, April 2018
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Digital Science and Katalysis Lead Initiative to
Explore Blockchain Technologies for Peer
Review
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Blockchain in Space Scenario 1 — Basic Imaging Operations
ASCA

l "*_g_." SC B

* Blockchain sync accurs every hour
via TDRSS or Iridium (100 kbps)

* User requests scene over northern
US via a blockchain entry

* Software on SC’s writes status in
blockchain

*  MOC and Ground Station also
write status in blockchamAGS

A

............

7 Dagigl Manafode 581 NASA/GSFC Lo o8 o o it



i SPACE FLIGHT CENTER

@ Basic Imaging Operations

* User enters image request, location and timeframe via
blockchain entry

* Assets provide availability which includes overflight
times, inview times for ground stations and
prescheduled conflicts

* First available asset schedules image time and downlink
time as needed

* Operation errors, outages etc. are recorded on
blockchain

* Completion time, downlink time to ground station and
successful publishing of data to user specified location
are documented in blockchain.

Daniel Mandl Code 581 NASA/GSFC 16



What's wrong with the
Internet!?

i Tech’s Frightful Five: They've Got Us
® Centralized (?) - DNS?, CAs? Teck® Frig Ve Got
a-«m-—w

® Vulnerable to censorship

® (Client/server architecture/model
is vulnerable to attack

® Suspicious incentives (?)

® Content and infrastructure often
controlled by the same players

® |ack of permanence(?)

® Users have lost control of their
data

STU,April 2018



Example - Net
Neutrality

Media consolidation

Tech Wl Chart of the Day
Media owned b)’ the same Why Net Neutrality Is More Important Than Ever

2 Seected media/content brands owned by int2rmet servic2 providers in the United Statas
parties that control ’

infrastructure s i . .
COMCAST = AT&T verizon’
User data is controlled by those Y ~Fw HB® @ OWN rnumcionro:
who control media and ) be " OYAHOO! T
infrastructure wwcon ¥ cw BN Q) engodget
E c'*!_?! BuzzFeep * br w
Net neutrality is vulnerable to W vemmeens

political tampering

JUSINESS INSIDER stétista’a

Rules can be changed arbitrarily
by private parties

STU, April 2018



Is the Blockchain a foundation for a
new Internet! (please don’t call it

3.0!)

‘A ) wose

® Decentralized
® P2P architecture

e Neutral The New .- com—]
Decenlralized Inlernel '
Bud. cwosrdialondgps Uel i oo wer Dedon

. CenSOI‘-PI’OOf ool gt b o s o S bl

® Geographically diverse

| oy an T vy |

® Encrypted natively

® Incentivized protocols | How Blockstack Wrks




Can Blockchain really help drive
the next important tech eras?

® Does it really represent one of the next important tech era after
mainframe, PC, Internet/Web, cloud, mobile?

® [nternet: transfer of information; Blockchain: Internet++
® De-centralized systems vs. centralized systems

® Public, private, parallel/forking, and intersecting blockchains - a network of
Blockchains!?

® VWhat could its role be in
® Commerce/business/shared economies
® Security/Privacy
® Internet of Things

® etc,etc,etc.

STU, April 2018



Summary and
conclusions

® Blockchain is not the solution to everything, the hype (positive and negative)
surrounding Blockchain must be taken seriously

® Blockchain (with or without cryptocurrency)

® is a part of grand experiments in technology, sociology, economics, business,
environmental issues, etc. that should not be ignored

® can lead (or has led) to significant disruptive technologies based upon
established principles (hype?)

® has begun to evolve and spawn/fork exciting new variations

® provides a potentially powerful development platform comparable to that of
the Internet (hype?)

® will continue to raise non-trivial issues surrounding adoption and regulation
® defines a rich area for innovative research

® requires a new wave of SMEs and developers

STU, April 2018



A Blockchain-based Decentralized Data Storage and
Access Framework for PingER

Sagqib Ali" ¢nd Guojun Warg*
Schocl of Computer Science and
Educatienal Software, Guangzhoun University,
Guangzhou, P. R. China, 510006
Enmls {saqibaliesgjwing | @ gzheedicn

Abstract—The Mocichain 5 an bmoative technolagy which
ppened doars 1o new applcations for solving numernus problems
in distribut:d covironmews, In this work, wedesign a blxckhain-
based data starage and acoess framewerk for PirgER (workl
wid: erd-te-cnd Itemet pedormance measurancat project) to
renoye s ol deperdence on O centralizel repository. We wse
the pormissioned Elockchain and Dislribated Hish Tables (DHT)
for this purpose, In the proposad anewaork, meadita of the
liles is stored on the bleckdiain wherras the acual files are
stoned wll-dhisin Umouzls PHT at multiph locstisns using o pove-
lo-peer network of PingER Monioring Agests. This will provide
tecentralized sorge, distribeted precessing, and eflicient bhokup
capabilities to [he PingEE tramework.,

Tader Trrme—Porvsissionad Modichain, Dktrisuted  ledper
lechnology, PirgER, Decentralized system

I. INTRODUCTICN

The slockclain 1s a peer-w-peer dismbuted ledger in which
records caled blocks :re linked and secured using cryp-
lograplec aashe 1] By design, blockehinms e decentral-
ized, secus, imnmtable uwl exucmely faclt wleonce making
it suitable for record management setivities ie.., financal
IFARae 10ms
Blockchain can be depoyed as pemissonless (Bitccin or
Ethereum slockckain) or permissioned i.¢., Hyperledger'. In
permissionless or pudlic blockchain the actors in the system
are not known, Aayone pans or lesve the actwork atany une
whinh mray raise security visks iz the notwoe k. Tn peonissionzd

wlernty minagenment ard aathentcanon 2]

or prevate blockeam only known wnd adantifable ot ol
participants are eplivitly sdmited to the hlnek chain netwerk
(3], This redwees the presence of malkions actoss within tie
network, As result enly awherticated and aathorized aCtors

can participate in the network which increases the sccunty of

lhe sysem as required by 1he enterprise ipplcations [4].

The conzep of permissioned bleckchain is ganing a lotof

intevest espocully for non - Fnarcial use ¢ases (other than e
sryprocurrencies) in which the users ans asthenticated and s0-
thonzed o participate mn the netwvork [5] Themteresdmg non-
financial areas thit leverage the opportunitics of permissionxd
bloskchans melwie healbh, government services, supaly chain

IDepuement of Congeter Seience. University of Agnoultare, Fiwd b ad
Paksitan, 39000, Emal: suqib@ualods pk

*Cormeposdenc w: eszwang @erhecdacn
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manazensent, Interset of Things peer-wo-prer cloud storage
ard many more [6], [7]. The P2P cload storage (1.¢.. STORJ®,
Sia’, Filecoin™) is en hiteresting application of blecckchain as
it provides a decentralized data stocage facility without the
need of o tastad third party or a clicnt-server axchitecwre.
The decentrulized data storage will help to climinaie the mosi
traditional data faelures and octages by mereasing the securty,
prvacy. and contro. of the data [3], 9].

PingER (Ping End-tc-end Repanting)® which is a worldwide
erd-to-end Inemet pedormance messurement ramework de-
velop and mamnage by the SLAC Natonal Accelerator Lab
oratory USA [10]). The clicni-server archit:cture of MingER
cengists of 5D active Monitoring Ageats (MA=) m 20 countries
of the werld. These MAs probe 700 remate sites located in 17
ceuntnes of the world [11]. The pine statsics for cach MA-
remote site pair are stored on a Incal MA. The daia achved
by each MA s ferched duly by the SLAC w0 a central zed
repostory of text archwes as shown m Figure 1.
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The carrent arckitecture of the FingER is higaly depen-
dent on the SLAC compwing resouxes, e.g., arckival space.
processirg and uptme. Therefore, there 1s a need o ensure
the feture of the PingER daa iffwhen SLAC suppart goes
away. Further, differert FngER nodes hine difficrent isks
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Thank You!
Questions’ Comments?
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| encourage you to get onboard
- your ideas are needed!
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