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Perhaps the lasting disruptive 
legacy of the cybercurrency 

discussion is blockchain
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Caveats
• I am fascinated by the mathematics and 

technology behind the blockchain so may be 
willing to overlook some of its issues

• I find the state of blockchain technology as 
exciting as the early days of WWW

• my experience with the blockchain lies primarily in 
cryptocurrencies

• SLAC has no official projects based on blockchain 
technology, but I am trying…
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What is the Blockchain?
(1/3)

• a distributed database/ledger that provides 
an unalterable, (semi-) public record of 
digital transactions;

• each block aggregates a timestamped batch 
of transactions to be included in the ledger 
(blockchain);

• each block is identified by a cryptographic 
signature;
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What is the Blockchain?
(2/3)

• blocks are all back-linked, i.e., they reference the 
signature of the previous block in the chain (kind of 
like a linked list);

• that chain can be traced all the way back to the very 
first block created;

• this provides an un-editable (compromised) record 
of all transactions made;

• the chain can be controlled by any single entity;

• the chain has no single point of failure.
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What is the Blockchain? 
(3/3)

• most importantly (perhaps) - it is very hard to add 
blocks to the blockchain e.g., bitcoin mining

• its strengths are in

• distribution

• technical robustness

• lifespan

• non-modifiability

• unquestionable provenance
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Why Blockchain?
• just because we can, should we?

• “The idea that everyone (and their descendants) 
has to have a copy of THE ledger of all 
transactions in the universe (now and future) has 
always smelled fishy to me”

• the idea that people could have computers in 
their homes…

• the idea that people have all the world’s 
knowledge at their fingertips…
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“Blockchain? - the equivalent of being 
the first to figure out that peanut 

butter and chocolate go well together”
-Jeff Flowers
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A blockchain is “a technology that 
allows people who don’t know each 

other to trust a shared record of 
events”

 - Bank of England
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https://blockchain.info

Does this mean that
I have only done one

bitcoin transaction
ever?
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Suppose your family history, personal 
preferences, etc. was on a 

blockchain?
• you would control

• content

• credibility

• visibility

• would identity theft be a problem or would this be a 
true online identity?

• could I use my personal information bits like coins/
tokens of value?

• to the first order this appears to be a compelling concept
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• technical disadvantages inherent to any decentralized system

• computational limitations

• susceptability to network unreliability

• slow network speed

• redundant data that may or may not be synchronized

• lack of economies of scale to defray the costs of decentralized 
systems

• cognitive burden of people managing their own data and how likely it 
is for this to work reliably for long periods of time at scale

• the tendency of even decentralized systems to assume characteristics 
of centralized systems because people start using the same pathways
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• what about as the EU rolls out the General Data 
Protection Regulation (GDPR)? 

• regulators must take blockchain both seriously and 
literally as a technology

• “blockchains, as currently designed, are incompatible with 
the GDPR” (Michele Finck, Oxford)

• what is “personal information” - a person’s public 
blockchain address?

• in general, encrypted data is viewed as personal data, 
making much of the blockchain susceptible to GDPR 
regulation
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• this may lead to redundant systems e.g., 
companies building traditional database 
systems to manage any personally identifiable 
information off a blockchain - does this 
defeat the blockchain benefit?

• blockchain address pseudonyms are only as 
secure as any system resolving them to real 
identities, which Web trackers, cookies, 
beacons, etc. can unmask rather simply

• this is a rich research area IMHO
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Could the Blockchain help to 
address “fake news?

What’s a viable model?
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Back to empowerment 
and transparency

• “Diamond Blockchain”

• Slave labor goods

• Hernando DeSoto’s work on land titles
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Is a Blockchain for you? - 
public or private?
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Blockchain as a platform 
- another geeky paper

• “Let’s make the blockchain 
programmable” - “a world 
computer”

• Ethereum specifications

• “a child of Bitcoin and 
BitTorrent”

• Ether is not just another coin

• Redefines mining/POW

• Quantifies “smart contracts”

• enables “cryptoeconomics”

 
 
Ethereum White Paper   

A NEXT GENERATION SMART CONTRACT & DECENTRALIZED APPLICATION PLATFORM 
By Vitalik Buterin 

 

When Satoshi Nakamoto first set the Bitcoin blockchain into motion in January 2009, he was                

simultaneously introducing two radical and untested concepts. The first is the "bitcoin", a decentralized              

peer-to-peer online currency that maintains a value without any backing, intrinsic value or central issuer. So                

far, the "bitcoin" as a currency unit has taken up the bulk of the public attention, both in terms of the political                      

aspects of a currency without a central bank and its extreme upward and downward volatility in price.                 

However, there is also another, equally important, part to Satoshi's grand experiment: the concept of a proof of                  

work-based blockchain to allow for public agreement on the order of transactions. Bitcoin as an application can                 

be described as a first-to-file system: if one entity has 50 BTC, and simultaneously sends the same 50 BTC to                    

A and to B, only the transaction that gets confirmed first will process. There is no intrinsic way of determining                    

from two transactions which came earlier, and for decades this stymied the development of decentralized               

digital currency. Satoshi's blockchain was the first credible decentralized solution. And now, attention is              

rapidly starting to shift toward this second part of Bitcoin's technology, and how the blockchain concept can be                  

used for more than just money. 

Commonly cited applications include using on-blockchain digital assets to represent custom currencies and             

financial instruments ("colored coins"), the ownership of an underlying physical device ("smart property"),             

non-fungible assets such as domain names ("Namecoin") as well as more advanced applications such as               

decentralized exchange, financial derivatives, peer-to-peer gambling and on-blockchain identity and          

reputation systems. Another important area of inquiry is "smart contracts" - systems which automatically              

move digital assets according to arbitrary pre-specified rules. For example, one might have a treasury contract                

of the form "A can withdraw up to X currency units per day, B can withdraw up to Y per day, A and B together                         

can withdraw anything, and A can shut off B's ability to withdraw". The logical extension of this is                  

decentralized autonomous organizations (DAOs) - long-term smart contracts that contain the assets and             

encode the bylaws of an entire organization. What Ethereum intends to provide is a blockchain with a built-in                  

fully fledged Turing-complete programming language that can be used to create "contracts" that can be used                

to encode arbitrary state transition functions, allowing users to create any of the systems described above, as                 

well as many others that we have not yet imagined, simply by writing up the logic in a few lines of code. 
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ethereum.org 
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“A compelling FinTech example is the 
potential for Blockchain technology to 

replace legacy post-trade processes that 
currently require trusted third parties such as 

clearinghouses and depositories to manage 
and administer the clearing, settlement, and 

custody associated with trades and payments”
—Dhar & Stein, CACM, 10/2017
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“Blockchain is the new quantum physics:
A really, really hard science that no one
understands, ambushed by clowns like
Deepak Chopra looking to make a quick
buck on solutionist nonsense”
——-Chris DeRose (TED talk)

“Blockchain does nothing
but circumvent the rules
we have imposed on
banks to keep them honest”
——-Izabella Kaminska (FT 
         Alphaville)
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Cryptoeconomics
• The 3rd part of Satoshi’s 

vision

• “past is provable, future is 
predictable”

• Uses cryptography to prove 
actions occurring in the 
past

• Predicts that economics can 
ensure that actions occur in 
the future

(Ref: Justin Poirier)
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Cryptoeconomics - why 
does it work?

• Works because people trust 
math and people like money

• Establishes trust, even 
between pseudoymous 
parties

• Makes trust in a person or 
third party optional

• Reduces the cost of an 
intermediary to only the 
actual transaction cost 
(remember the UN example?)

(Ref: Justin Poirier)
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Disintermediation

• Third parties are no longer needed to

• establish identity or prove 
creditworthiness

• distribute media

• mediate communication between parties

• mediate transfers of value
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Price: US$100,000
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What’s wrong with the 
Internet?

• Centralized (?) - DNS?, CAs?

• Vulnerable to censorship

• Client/server architecture/model 
is vulnerable to attack

• Suspicious incentives (?)

• Content and infrastructure often 
controlled by the same players

• Lack of permanence(?)

• Users have lost control of their 
data
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Example - Net 
Neutrality

• Media consolidation

• Media owned by the same 
parties that control 
infrastructure

• User data is controlled by those 
who control media and 
infrastructure 

• Net neutrality is vulnerable to 
political tampering

• Rules can be changed arbitrarily 
by private parties
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Is the Blockchain a foundation for a 
new Internet? (please don’t call it 

3.0!)
• Decentralized

• P2P architecture

• Neutral

• Censor-proof

• Geographically diverse

• Encrypted natively

• Incentivized protocols

• Native payments

• Transferable value

• User owned

• What would a decentralized Web look like?
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Can Blockchain really help drive 
the next important tech eras?
• Does it really represent one of the next important tech era after 

mainframe, PC, Internet/Web, cloud, mobile?

• Internet: transfer of information; Blockchain: Internet++

• De-centralized systems vs. centralized systems

• Public, private, parallel/forking, and intersecting blockchains - a network of 
Blockchains?

• What could its role be in

• Commerce/business/shared economies

• Security/Privacy

• Internet of Things

• etc,etc,etc.
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Summary and 
conclusions

• Blockchain is not the solution to everything, the hype (positive and negative) 
surrounding Blockchain must be taken seriously

• Blockchain (with or without cryptocurrency) 

• is a part of grand experiments in technology, sociology, economics, business, 
environmental issues, etc. that should not be ignored 

• can lead (or has led) to significant disruptive technologies based upon 
established principles (hype?)

• has begun to evolve and spawn/fork exciting new variations

• provides a potentially powerful development platform comparable to that of 
the Internet (hype?)

• will continue to raise non-trivial issues surrounding adoption and regulation

• defines a rich area for innovative research

• requires a new wave of SMEs and developers
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About ACM

ACM, the Association for Computing Machinery is the world’s largest educational and 
scientific computing society, uniting educators, researchers and professionals to inspire 

dialogue, share resources and address the field’s challenges. 

ACM strengthens the computing profession’s collective voice through strong 
leadership, promotion of the highest standards, and recognition of technical excellence.

 ACM supports the professional growth of its members by providing opportunities for 
life-long learning, career development, and professional networking.  

 
With over 100,000 members from over 100 countries, ACM works to advance 

computing as a science and a profession. www.acm.org

http://www.acm.org/
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  Thank You!
Questions? Comments?

bebo@slac.stanford.edu

mailto:bebo@slac.stanford.edu
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I encourage you to get onboard 
- your ideas are needed!


